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Safety Information

Important Information

Please Note

Read these instructions carefully, and look at the equipment to become familiar
with the device before trying to install, operate, service, or maintain it. The
following special messages may appear throughout this documentation or on the
equipment to warn of potential hazards or to call attention to information that
clarifies or simplifies a procedure.

The addition of this symbol to a “Danger” or “Warning” safety label indicates that an
electrical hazard exists which will result in personal injury if the instructions are not
followed.

hazards. Obey all safety messages that follow this symbol to avoid possible injury or
death.

A DANGER

DANGER indicates a hazardous situation which, if not avoided, will result in death or serious
injury.

2 This is the safety alert symbol. It is used to alert you to potential personal injury

A WARNING

WARNING indicates a hazardous situation which, if not avoided, could result in death or
serious injury.

A CAUTION

CAUTION indicates a hazardous situation which, if not avoided, could result in minor or
moderate injury.

NOTICE

NOTICE is used to address practices not related to physical injury.

Electrical equipment should be installed, operated, serviced, and maintained only
by qualified personnel. No responsibility is assumed by Schneider Electric for any
consequences arising out of the use of this material.

A qualified person is one who has skills and knowledge related to the construction
and operation of electrical equipment and its installation, and has received safety
training to recognize and avoid the hazards involved.

Before You Begin

Do not use this product on machinery lacking effective point-of-operation
guarding. Lack of effective point-of-operation guarding on a machine can result in
serious injury to the operator of that machine.

QGH59056.03
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AWARNING

UNGUARDED EQUIPMENT

» Do not use this software and related automation equipment on equipment
which does not have point-of-operation protection.

* Do not reach into machinery during operation.

Failure to follow these instructions can result in death, serious injury, or
equipment damage.

This automation equipment and related software is used to control a variety of
industrial processes. The type or model of automation equipment suitable for each
application will vary depending on factors such as the control function required,
degree of protection required, production methods, unusual conditions,
government regulations, etc. In some applications, more than one processor may
be required, as when backup redundancy is needed.

Only you, the user, machine builder or system integrator can be aware of all the
conditions and factors present during setup, operation, and maintenance of the
machine and, therefore, can determine the automation equipment and the related
safeties and interlocks which can be properly used. When selecting automation
and control equipment and related software for a particular application, you should
refer to the applicable local and national standards and regulations. The National
Safety Council's Accident Prevention Manual (nationally recognized in the United
States of America) also provides much useful information.

In some applications, such as packaging machinery, additional operator protection
such as point-of-operation guarding must be provided. This is necessary if the
operator's hands and other parts of the body are free to enter the pinch points or
other hazardous areas and serious injury can occur. Software products alone
cannot protect an operator from injury. For this reason the software cannot be
substituted for or take the place of point-of-operation protection.

Ensure that appropriate safeties and mechanical/electrical interlocks related to
point-of-operation protection have been installed and are operational before
placing the equipment into service. All interlocks and safeties related to point-of-
operation protection must be coordinated with the related automation equipment
and software programming.

NOTE: Coordination of safeties and mechanical/electrical interlocks for point-
of-operation protection is outside the scope of the Function Block Library,
System User Guide, or other implementation referenced in this
documentation.

Start-up and Test

Before using electrical control and automation equipment for regular operation
after installation, the system should be given a start-up test by qualified personnel
to verify correct operation of the equipment. It is important that arrangements for
such a check are made and that enough time is allowed to perform complete and
satisfactory testing.

AWARNING

EQUIPMENT OPERATION HAZARD
« Verify that all installation and set up procedures have been completed.

» Before operational tests are performed, remove all blocks or other temporary
holding means used for shipment from all component devices.

* Remove tools, meters, and debris from equipment.

Failure to follow these instructions can result in death, serious injury, or
equipment damage.

12 QGH59056.03
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Follow all start-up tests recommended in the equipment documentation. Store all
equipment documentation for future references.

Software testing must be done in both simulated and real environments.

Verify that the completed system is free from all short circuits and temporary
grounds that are not installed according to local regulations (according to the
National Electrical Code in the U.S.A, for instance). If high-potential voltage
testing is necessary, follow recommendations in equipment documentation to
prevent accidental equipment damage.

Before energizing equipment:

Remove tools, meters, and debris from equipment.

Close the equipment enclosure door.

Remove all temporary grounds from incoming power lines.
Perform all start-up tests recommended by the manufacturer.

Operation and Adjustments

The following precautions are from the NEMA Standards Publication ICS 7.1-
1995:

(In case of divergence or contradiction between any translation and the English
original, the original text in the English language will prevail.)

Regardless of the care exercised in the design and manufacture of equipment
or in the selection and ratings of components, there are hazards that can be
encountered if such equipment is improperly operated.

It is sometimes possible to misadjust the equipment and thus produce
unsatisfactory or unsafe operation. Always use the manufacturer’s
instructions as a guide for functional adjustments. Personnel who have
access to these adjustments should be familiar with the equipment
manufacturer’s instructions and the machinery used with the electrical
equipment.

Only those operational adjustments required by the operator should be
accessible to the operator. Access to other controls should be restricted to
prevent unauthorized changes in operating characteristics.

QGH59056.03
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About the Document

Document Scope

This document describes how to configure the Modicon MCSESM, MCSESP
series managed switches.

Validity Note

This document has been updated for the release of the firmware versions
available at the publication date of this document.

Product Related Information

AWARNING

LOSS OF CONTROL

+ Perform a Failure Mode and Effects Analysis (FMEA), or equivalent risk
analysis, of your application, and apply preventive and detective controls
before implementation.

» Provide a fallback state for undesired control events or sequences.
» Provide separate or redundant control paths wherever required.
» Supply appropriate parameters, particularly for limits.

* Review the implications of transmission delays and take actions to mitigate
them.

* Review the implications of communication link interruptions and take actions
to mitigate them.

» Provide independent paths for control functions (for example, emergency
stop, over-limit conditions, and error conditions) according to your risk
assessment, and applicable codes and regulations.

* Apply local accident prevention and safety regulations and guidelines.!

+ Test each implementation of a system for proper operation before placing it
into service.

Failure to follow these instructions can result in death, serious injury, or
equipment damage.

1 For additional information, refer to NEMA ICS 1.1 (latest edition), "Safety
Guidelines for the Application, Installation, and Maintenance of Solid State
Control" and to NEMA ICS 7.1 (latest edition), "Safety Standards for Construction
and Guide for Selection, Installation and Operation of Adjustable-Speed Drive
Systems" or their equivalent governing your particular location.

AWARNING

UNINTENDED EQUIPMENT OPERATION

* Only use software and hardware components approved by Schneider
Electric for use with the system.

+ Update your application program every time you change the physical
hardware configuration.

Failure to follow these instructions can result in death, serious injury, or
equipment damage.

14 QGH59056.03



About the Document Managed Switch

General Cybersecurity Information

In recent years, the growing number of networked machines and production plants
has seen a corresponding increase in the potential for cyber threats, such as
unauthorized access, data breaches, and operational disruptions. You must,
therefore, consider all possible cybersecurity measures to help protect assets and
systems against such threats.

To help keep your Schneider Electric products secure and protected, it is in your
best interest to implement the cybersecurity best practices as described in the
Cybersecurity Best Practices document.

Schneider Electric provides additional information and assistance:
+ Subscribe to the Schneider Electric security newsletter.
* Visit the Cybersecurity Support Portal web page to:
o Find Security Notifications.
o Report vulnerabilities and incidents.

» Visitthe Schneider Electric Cybersecurity and Data Protection Posture web
page to:

o Access the cybersecurity posture.
o Learn more about cybersecurity in the cybersecurity academy.
o Explore the cybersecurity services from Schneider Electric.

Environmental Data

For product compliance and environmental information, refer to the Schneider
Electric Environmental Data Program.

Available Languages of the Document

The document is available in these languages:
* English (QGH59056)
* French (QGHS59080)
+  German QGH59058
* Spanish (QGH59081)
+ |talian (QGH59082)
+ Chinese (QGH59083)

Related Documents

Title of documentation Reference number

Modicon MCSESM, MCSESP Series Managed QGH59091 (EN)
Switch Installation Guide QGH59094 (FR)
QGH59093 (DE)
QGH59096 (IT)

QGH59095 (ES)
QGH59097 (CN)

Modicon MCSESM, MCSESP Series Managed QGH59084 (EN)
Switch Graphic User Interface User Guide QGH59087 (FR)
QGH59086 (DE)
QGH59089 (IT)

QGH59088 (ES)
QGH59090 (CN)
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https://www.se.com/ww/en/about-us/cybersecurity-data-protection/
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https://www.se.com/en/download/document/QGH59084/
https://www.se.com/en/download/document/QGH59087/
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https://www.se.com/en/download/document/QGH59089/
https://www.se.com/en/download/document/QGH59088/
https://www.se.com/en/download/document/QGH59090/
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Title of documentation Reference number

Modicon MCSESM, MCSESP Series Managed QGH59098 (EN)
Switch Command Line Interface User Guide

Modicon MCSESM, MCSESP Series Managed EIO0000005492 (EN)
Switch Security User Guide EI00000005493 (FR)
EI00000005494 (DE)

(

(

(

EI00000005495 (IT)
EI00000005496 (ES)
EI00000005497 (CN)

To find documents online, visit the Schneider Electric download center
(www.se.com/ww/en/download/).

Information on Non-Inclusive or Insensitive Terminology

As a responsible, inclusive company, Schneider Electric is constantly updating its
communications and products that contain non-inclusive or insensitive
terminology. However, despite these efforts, our content may still contain terms
that are deemed inappropriate by some customers.

Terminology Derived from Standards

The technical terms, terminology, symbols and the corresponding descriptions in
the information contained herein, or that appear in or on the products themselves,
are generally derived from the terms or definitions of international standards.

In the area of functional safety systems, drives and general automation, this may
include, but is not limited to, terms such as safety, safety function, safe state, fault,
fault reset, malfunction, failure, error, error message, dangerous, etc.

Among others, these standards include:

Standard Description
IEC 61131-2:2007 Programmable controllers, part 2: Equipment requirements and tests.
ISO 13849-1:2023 Safety of machinery: Safety related parts of control systems.

General principles for design.

EN 61496-1:2020 Safety of machinery: Electro-sensitive protective equipment.

Part 1: General requirements and tests.

ISO 12100:2010 Safety of machinery - General principles for design - Risk assessment
and risk reduction

EN 60204-1:2006 Safety of machinery - Electrical equipment of machines - Part 1: General
requirements

ISO 14119:2013 Safety of machinery - Interlocking devices associated with guards -
Principles for design and selection

ISO 13850:2015 Safety of machinery - Emergency stop - Principles for design

IEC 62061:2021 Safety of machinery - Functional safety of safety-related electrical,

electronic, and electronic programmable control systems

IEC 61508-1:2010 Functional safety of electrical/electronic/programmable electronic safety-
related systems: General requirements.

IEC 61508-2:2010 Functional safety of electrical/electronic/programmable electronic safety-
related systems: Requirements for electrical/electronic/programmable
electronic safety-related systems.

IEC 61508-3:2010 Functional safety of electrical/electronic/programmable electronic safety-
related systems: Software requirements.

IEC 61784-3:2021 Industrial communication networks - Profiles - Part 3: Functional safety
fieldbuses - General rules and profile definitions.
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Standard

Description

2006/42/EC

Machinery Directive

2014/30/EU

Electromagnetic Compatibility Directive

2014/35/EU

Low Voltage Directive

In addition, terms used in the present document may tangentially be used as they
are derived from other standards such as:

Standard

Description

IEC 60034 series

Rotating electrical machines

IEC 61800 series

Adjustable speed electrical power drive systems

IEC 61158 series

Digital data communications for measurement and control — Fieldbus for
use in industrial control systems

Finally, the term zone of operation may be used in conjunction with the description
of specific hazards, and is defined as it is for a hazard zone or danger zone in the
Machinery Directive (2006/42/EC) and ISO 12100:2010.

NOTE: The aforementioned standards may or may not apply to the specific
products cited in the present documentation. For more information concerning
the individual standards applicable to the products described herein, see the
characteristics tables for those product references.

QGH59056.03
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User Interfaces

The device has the following user interfaces:

Requires
User interface authorization Accessible through Prerequisite
Graphical User Interface, Yes Ethernet Web browser
page 18
Command Line Interface, Yes Ethernet SSH client
page 19
Serial interface VT100 terminal
emulator
System Monitor 1, page 33 No Serial interface

Authorization to access the device management is assigned in the following ways:
+ With a user account set up on the device
Refer to User Management, page 49
* A remote server grants authorization
o RADIUS
o LDAP, see LDAP Function, page 57
o TACACS+, see TACACSH+, page 66

Graphical User Interface

System Requirements

To access the device management using the Graphical User Interface, you need a
web browser with HTML5 support.

Web browsers and other third-party software routinely validate digital certificates.
If your web browser displays a message indicating a conflict in validating the
digital certificate of the device, perform the following steps:

» Verify if the digital certificate of the device has expired.

» Verify if your web browser still considers that the digital certificate is
trustworthy.

To solve the conflict in validation, regenerate the digital certificate on the device
using the latest device software. As an alternative, generate a digital certificate
externally, using up-to-date signature algorithms. Transfer the new digital
certificate onto the device.

Access to Device Management

The prerequisite for accessing device management is that the IP parameters are
set up in the device. Specifying the IP Parameters, page 37

Perform the following steps:
+ Start the web browser on the PC.
+ Type the IP address of the device in the address field of the web browser.

The web browser sets up the connection to the device and displays the login
dialog.

* When you want to change the language of the Graphical User Interface, click
the appropriate link in the top right corner of the login dialog.

18 QGH59056.03
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* Enter the user name and password.
o The default user name is admin.
o The default password is private.

When you enter the default password during the initial setup of the device,
the device will prompt you to enter a new password.

First Login (Password Change), page 47
* Click Login.

If the credentials are correct, you are logged in to the device management.

Command Line Interface

The Command Line Interface provides an environment for configuring IT devices.

You can access the device management using the Command Line Interface in the
following ways:

» Through the serial connection, page 19
* Over the network using Secure Shell (SSH), page 20

You find information about assembling and starting up the device in the Modicon
MCSESM, MCSESP Series Managed Switch Installation Guide. For Command
Line Interface, also refer to the Modicon MCSESM, MCSESP Series Managed
Switch Command Line Interface User Guide.

Access to Device Management Through the Serial Connection

To access the device management, connect a PC with VT100 terminal emulator to
the serial interface of the device.

VT100 terminal emulator settings

Speed 9600 bit/s
Data 8 bit
Stopbit 1 bit
Parity None
Handshake None

The following example guides you through the necessary steps using the PuTTY
application as VT100 terminal emulator. PUuTTY is a free implementation of SSH
and Telnet for Windows and Unix platforms, along with an xterm terminal
emulator.
Perform the following steps:

+ Connect the PC to the serial interface of the device.

¢ Onthe PC, start the VT100 terminal emulator.
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» Set up the serial connection, then click Open.

&% PUTTY Configuration ? >
Category:
5~Sesmon Basic options for your PuTTY session
~Logging Specify the destination you wantto connectto
= Terminal P ¥
--Keyboard Serial line Speed
- Bell [com | [9600
- Features B ]
& Window Connection type:
- Appearance (ssH ® (C)Other. | Telnet v
- Behaviour
- Translation Load, save or delete a stored session
[H-Selection Saved Sessions
- Colours |
[=-Connection
- Data Default Settings ~ Load
- Proxy =
H-55H Save
- Serial
- Telnet Delete
- Rlogin v
- SUPDUP
Close window on exit:
() Always (O Never (@) Only on clean exit
About Help Cancel
L3

* Press any key on the keyboard repeatedly.

After a few seconds, the VT100 terminal emulator displays the login screen.
» Enter the user name and password.

o The default user name is admin.

o The default password is private.

When you enter the default password during the initial setup of the device,

the device will prompt you to enter a new password. Also refer to First
Login (Password Change), page 47.

You are logged in to the device management.
The start screen of the command line interface provides the following information:

Copyright (c) 2011-2025 Schneider Electric SE
All rights reserved

MCSESM Release 99.9.00

(Build date 2025-09-20 06:33)

System Name :MCSESM-646038d6e958

Management IP:192.168.1.5

Subnet Mask:255.255.255.0

Base MAC:64:60:38:01:02:03

USB IP:91.0.0.100

USB Mask:255.255.255.0

System Time:2025-09-22 09:44:29

NOTE: Enter '?' for Command Help. Command help displays all options
that are valid for the particular mode.

For the syntax of a particular command form, please
consult the documentation.
MCSESM>

Access to the Device Management Using SSH

The 